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Today’s Topics 

1. Cyber-Crime: An Overview 

2. Breach Response . . . 

A. What do the lawyers do? 

B. What do the regulators do? 

C. How can we all work together? 
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• Fund Transfer Fraud 

• Ransomware 

• Malicious Insiders 

• W-2 Phishing Scams 

• Data Breaches 

CYBER-CRIME: TOP THREATS 
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FUND TRANSFER FRAUD – WHAT IS IT? 
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WHAT IS AT RISK? 

 
Losses reported to law enforcement from October 2013 to August 
2015 were over $1.2 billion.  
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WHAT DOES IT LOOK LIKE? 
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FUND TRANSFER FRAUD LIABILITY 
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Uniform Commercial Code Article 4A 

• Liability falls to customer if the bank has adopted a commercially 
reasonable security procedure, and the bank has followed that 
procedure in good faith. 

 

What constitutes “commercially reasonable?” 

• Some courts have looked to industry standards and industry white 
papers (e.g. Federal Financial Institutions Examination Council – 
Authentication in an Internet Banking Environment) 
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RANSOMWARE 
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MALICIOUS INSIDERS 
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MALICIOUS INSIDERS 
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W-2 PHISHING SCAMS 
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WHAT DO THE LAWYERS DO? 
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• Assist with execution of breach response plan 
• Identify legal and contractual obligations 
• Identify potential insurance coverage and notify insurers 
• Identify scope of the breach 
• Oversee forensic investigation into incident 
• Work with law enforcement 
• Prepare required notifications under applicable state and federal laws 
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NOTICE TO REGULATORS 
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NOTICE TO REGULATORS 
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NOTICE TO REGULATORS 
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NOTICE TO REGULATORS 
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NOTICE TO REGULATORS 
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NOTICE TO REGULATORS 
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• All 50 states, the District of Columbia, Guam, Puerto Rico and the Virgin 

Islands have enacted legislation requiring private or governmental entities 

to notify individuals of security breaches of information involving 

personally identifiable information. 

Compliance with Breach Notification Laws 
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Multi-State  

Enforcement 
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What Laws are AGs Enforcing? 

• Unfair and Deceptive practice 

laws 

• Personal information 

protection laws 

• Data breach notice laws 
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What Laws are AGs Enforcing? 

• HITECH 

• Coordination with HHS 
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Lead states 

Executive 

Committee 

Participating 

states 

Structure of a  

Multi-State Action 
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DATA BREACH LITIGATION:  
CONSUMER CLASS ACTIONS 

24 



icemiller.com icemiller.com 

BREACH RESPONSE: IMPACT ON LITIGATION 
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“I know plenty of single people who look at 
whether someone who’s proposed to date is 
married or not.  So if you’re not married and 
there’s a report out there saying you are, that’s a 
potential injury.” 
 
- Justice Sotomayor, Oral Argument before U.S. 

Supreme Court,  November 2, 2015 
 
Spokeo, Inc. v. Robins, 578 U.S. ___ (2016) 



icemiller.com icemiller.com 

BREACH RESPONSE: IMPACT ON LITIGATION 
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Judge David Hamilton, Oral Argument 
before Seventh Circuit Court of 
Appeals,  January 13, 2016 

 
Lewert v. P.F. Chang's China Bistro, Inc., 
819 F.3d 963 (7th Cir. 2016)  

Chief Judge Diane Wood,  
Oral Argument before Seventh 
Circuit Court of Appeals,  
January 13, 2016 
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W-2 PHISHING SCAM: IMPACT ON LITIGATION 
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How do we all work together? 

 

Achieving Goals,  

Preserving Privilege, 

Assisting Investigation 
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CASE STUDIES 
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GENESCO, INC. V. VISA U.S.A., INC. 

30 



icemiller.com icemiller.com 

IN RE TARGET CORP. CUSTOMER DATA SECURITY 
BREACH LITIGATION 
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BANNEKER VENTURES, LLC V. GRAHAM 
(WASHINGTON METROPOLITAN AREA TRANSIT AUTHORITY) 
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IN RE EXPERIAN DATA BREACH LITIGATION 

33 



icemiller.com icemiller.com 

KEY TAKEAWAYS 
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Engage Outside Counsel 

• Make clear that communications are for purpose of obtaining or 
providing legal advice. 

• Have a separate engagement letter, possibly new counsel. 

Effectively Work With Regulators 

• Understand regulators’ role 

• Consider lessons learned and mitigation 

• Be mindful of deadlines 

Keep Confidential 

• Communications should be shared only under limited circumstances. 
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Questions? 

Stephen Reynolds 
(317) 236-2391 
stephen.reynolds@icemiller.com 
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