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Opening the Black Box:

Vendor Management and Security in a Software as a Service World
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"Third parties are the
number one security risk
to financial services
firms in 2015."

- Booz Allen 2015 Annual Financial
Services Cyber Security Trends

The Vendor Threat
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Vendor Originating Threats
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Contract Goals
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Risk Identification and Assessment /
Information Security Standard
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Diligence
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Base Controls

Application Controls

Cloud Security

Infrastructure Controls

Physical Security

Backup & Recovery

Electronic Transfer

Privacy Management

Physical Transfer

Decommissioning &
Destruction

Physical "Paper"
Management

External Party
Management

Diligence- Areas of Concern
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Sample RFP Questionnaire (From NIST)

Identify

Asset Management

Business Environment

Governance

Risk Assessment

Risk Management

Protect

Access Control

Awareness and
Training

Data Security

Information
Protection Processes

and Procedures

Maintenance

Protective Technology

Detect

Anomalies and Events

Security Continuous
Monitoring

Detection Processes

Respond

Response Planning

Communications

Analysis

Mitigation

Improvements

Recover

Recovery Planning

Improvements

Communications
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Data Security

Created by Macrovector - Freepik.com
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Data Breach Response and Notification

Created by Kjpargeter - Freepik.com
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Downstream Obligations (e.g. subcontractors)

Photo credit: ePublicist / Foter / CC BY-ND
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Insurance

Created by D3images - Freepik.com
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Disaster Recovery & Business Continuity

Created by D3images - Freepik.com
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Audit

Created by Freepik
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Termination and Data Destruction
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Customer Privacy Concerns
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Vendor Business and
Location

Data Access and
Segregation

Personnel Issues

Data Sharing

Laws and Regulations

Other Contractual Concerns
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Warranties:

Enacted, and maintains an info. sec. program

Confidentiality obligations

Software and/or services are free of security defects

Limitations:

3x the contract value

Liquidated damages

Indemnification:

Data breaches

E.g.: Third party damages

Breach of confidentiality obligations

Breach of warranties

Warranties, Representation, and Indemnity
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Q/A

icemiller.com

Sid Bose

Sid.Bose@icemiller.com

@IMSidBose

Thank You!


